Public Key Enabling Firefox

Install Certificates from InstallRoot

Find InstallRoot 4 on this page (Select the Trust Store tab):
http://iase.disa.mil/pki-pke/Pages/tools.aspx

Adding and Removing Trust Stores for Certificate Installation

1) On the Store tab, select additional trust stores to add to the certificate management interface. Currently NSS is the only supported external store type.

2) When adding a trust store, a prompt will display asking for the name and path of the trust store.

a) The name of the trust store allows the store to be uniquely identified by InstallRoot. This name can be chosen at the user’s discretion.

b) For an NSS store, the location of the trust store must be given as the directory that contains the cert8.db file for the store. When adding a store, InstallRoot will automatically provide a list of NSS stores that are installed to common locations such as the default Firefox profiles directory. This list will be provided in the Known Stores window of the prompt. Double-click a store in this list to select it as the store to add.

NOTE: IF THE APPLICATION THAT USES THE NSS STORE HAS BEEN CONFIGURED TO USE FIPS MODE, INSTALLROOT WILL NOT BE ABLE TO ADD THE STORE. IN MOST CIRCUMSTANCES, NSS WILL ONLY BE USED BY MOZILLA PRODUCTS SUCH AS FIREFOX OR THUNDERBIRD. CONTACT YOUR SYSTEM ADMINISTRATOR IF YOU ARE UNSURE OF THE APPLICATION(S) USING THE NSS STORE ON YOUR SYSTEM.

3) After entering the trust store’s name and location, click OK.

4) To remove a store, right-click its tab in the main window and select Remove. This option is not available for the Microsoft certificate stores that are included by default (Current User and Local Computer); attempting to remove a default store will cause it to temporarily disappear from the UI and be recreated with default values upon restart of the InstallRoot program.

NOTE: ONCE A STORE IS REMOVED, THE CONFIGURATION MUST BE SAVED IN ORDER FOR THE REMOVAL TO BE COMPLETED. IF A STORE IS REMOVED WITHOUT SAVING, A STORE OF THE SAME NAME CANNOT BE RE-ADDED UNTIL THE CONFIGURATION HAS BEEN SAVED.
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Installing Certificates

1) Once the appropriate trust store is selected and subscriptions are configured for all desired certificates/certificate groups, click Install Certs to install the certificates.
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Important! An NSS store cannot be modified while an application that uses it is running. If InstallRoot is launched or a request to install certificates is issued while an NSS application is running, a warning will be displayed and the operation will not be performed. To update the NSS store, close all applications that use NSS and then perform the desired operation. In most circumstances, NSS will only be used by Mozilla products such as Firefox or Thunderbird. Contact your system administrator if you are unsure of the application(s) using the NSS store on your system.

2) Upon completion, a notification pop-up will display indicating the number of certificates that were installed, the number that were uninstalled, and the number of operations that failed.


Using Common Access Card (CAC) certificates in
Firefox

These instructions will enable ActivIdentity’s ActivClient software to work within
Firefox. Before proceeding, try to ensure the latest version of ActivClient is installed by
going to the ActivClient website to check the latest version. Before installing the latest
version, please uninstall any previous versions of ActivClient.

As of version 6.2, ActivClient by default configures Firefox to accept the CAC
certificates without any additional configuration. You may use the following
instructions to verify that it has been installed properly. If using an older version of
ActivClient, these instructions will assist with proper configuration.

1) Open Firefox

2) Click on Tools -> Options in the menu bar.

3) In the Options window, go to Advanced -> Encryption -> Security Devices.

4) In the new window, click on Load.

5) Enter "ActivClient(CAC)" for the Module Name and "c:\windows\system32\acpkcs201-
ns.dll" for Module Filename and click OK, and then OK again in the confirmation
window.

6) The confirmation message will show that the security device (CAC) was loaded. CAC
certificates can now be used with the browser.


Resources:

InstallRoot 4 User Guide:
http://iase.disa.mil/pki-pke/Documents/unclass-installroot4_user_guide.pdf

InstallRoot 4 (Select the Trust Store tab):
http://iase.disa.mil/pki-pke/Pages/tools.aspx

Getting Started:
http://iase.disa.mil/pki-pke/getting_started/Pages/windows.aspx
http://iase.disa.mil/pki-pke/getting_started/Pages/firefox.aspx

The FireFox portion came from here:
https://militarycac.com/files/RG-Public_Key_Enabling_Firefox.pdf
